Efficient Cryptographic Computation

for Real-World Programs and People
Advancing Algorithms and Systems

Yibin Yang Ge‘-’r;gc'ﬁ






About Me

Applied Cryptographer

o

Me f:/\' Toolchains

N




About Me

Applied Cryptographer % % % %

Cryptography *
[

Me f:/\' Toolchains

N




About Me

Applied Cryptographer

o

Me f:/\' Toolchains

N




About Me

Applied Cryptographer % % % %

Verifiable
Cryptography *Privacy-preserving
s

Me f:/\' Toolchains

N




About Me

Applied Cryptographer % % % %

Crot . Verifiable
ryptograpny Privacy-preserving
([~
hig

Me f:/\' Toolchains

N




About Me

Applied Cryptographer A==

_— = = =
' Verifiable
Cryptography Privacy-preserving
( >
hj
Algorithms ¢ “;t Me

&’Ky




About Me

Applied Cryptographer S SSSS=

Verifiable
Cryptography *Privacy-preserving
(-
N
2‘;

Jf .
Toolchains
N\

Zero-Knowledge Proof
Secure Multi-Party Computation




-
—
N—

Patient data



What is the success rate

for this surgery?

Patient data



What is the success rate

It's 99.9%! for this surgery?

Patient data



What is the success rate

for this surgery?

Froum(+) |————2%

Patient data



Zero-Knowledge Proof (ZKP) [GMRS&5]

What is the success rate

for this surgery?

Froum(+) |————2%

/

M
?

Patient data



Patient data Patient data



Patient data

Diagnostic model

VAN AN e

ST s N 2 T AN

WAV WY a7 \\VV » '
STAAN] N NN
0 U7 S0:: 0 N1 @ WIS @
S VO Qe WA NS
NS0 0 Vi L Y @ SN
N AN N A I ISR e SOKRS
IO IR DR ARHYZX Y<
Do Oss @ N W S WS @ S0

5 AN ,,‘;IE‘ YAV 'V
© NN @ 717\ @ S WS @
l'A\ NN Nl SN T %
"\‘\W/}'\W/ NHAOAN
@ \\\.///,

Ny S\ / ®
e

Patient data



Dot
atient data

Dia
gnostic mod
el

‘\\\‘ {//AX\\ / e

7/‘\\ 97 ‘ i \‘?!/A\\

-%«‘ X il 32'!- o‘ét‘\‘ il ““ N

RS 4'1( I"* ,w (] N 5‘4, "' ‘

AAO 8> ./M» K0 /»,Mm// ‘\,\"v, ,

N \\ F0RK ot oy A X

"\ /}w‘ \\'// """“"/. XK iI ‘t

\‘ S ‘\\\\ X 'l,f': f‘o '//‘»‘?” i (’2\\ XX 9, Q,
"\\' )‘(‘)&““ ",“'I A:““‘."’ &

<
‘ N o
Ty

Pati
atient data



Secure Multi-Party Computation (MPC) [Yao86

/A\\,,,A\\‘

l /
v‘}ll 7

‘\\\"1//‘

A\‘

Patient data Patient data

.' "“» \
,0,‘“0'/0

NV
'v

Diagnostic model Diagnostic model



ZKP and MPC are Generic:
Being capable of any function




ZKP and MPC are Generic:
Being capable of any function

/fany(°) —any’ /l l\

\

Jany(=5>)






Forbes

Why Zero-Knowledge Proofs Will Shape The Future Of Data
Privacy
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ways that benefit both organizations and individuals. They...
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#Gate t Cost 1 {
int 1, j, k, nl=m-1+1, n2=r — m;
int L[nl1], R[n2];

// Copy data to temp arrays L[] and R[]
for (i = @; i < nl; i++) L[i] = arr[l + i];
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while (j < n2) {-
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// Merge the temp arrays back into arr[l..r

i=0,j=0, k=1

while (i < nl1 && j < n2) {
if (L[i] <= R[j]) {=
else {~
k++;

}

// Copy the rem
while (i <
// Copy the remaining elements of R[] if there are a

while (

b

j <n2) {~

aining elements of L[] if there are a

ny

ny
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‘l....ll l|I: .|I: Il
oid merge(int arr[], int 1, int m, int r)

{

Soundness Zero Knowledge

// Copy data to temp arrays L[] and R[]
for (1 = 0; 1 < nl; i++) L[i] = arr[l + i];
for (j = 0; j < n2; j++) R[j] = arrim + 1 + jl;

// Merge the temp arrays back into arr[l..r]
i=0, j=0, k=1;
while (i < nl & j < n2) {

if (L[i] <= R[j]) {-

else {~

k++;

| want to know more!

}

// Copy the remaining elements of L[] if there are any

while (i < n1) {-
// Copy the remaining elements of R[] if there are any
while (j < n2) {-

}

|

Prover ADD {  ADD {  ADD .

Verifier

1T AND 1 AND 1  AND >

\ cooeo )\ (’k oo )\ [V\ cooeo J
[Dol, Lipl, [Dol - IMIipll 1041, [4,1, [Dy] [M]4;]]
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‘l....ll l|I: .|I: Il
void merge(int arr[], int 1, int m, int r)
{

1+1, n2=r-m

int L[n1], RI[n2];

Copy data tem ays L
for (i = 0; nl; L[i] [T+ i]
or (j = 0; n2; ) RI[j] [m+ 1 ]

// Merge the temp a back [1..r]
i=0,j k=1
while (i < nl1 && j ) {

if (L[i] <= R[j]) {~

lse {-

+

| want to know more!

AND >

N

14

>

N

[Dol, Lipl, [Dol - IMIipll 1041, [4,1, [Dy] [M]4;]]

Zero Knowledge

Verifier

Each costs O(1):

[x] + L.

[x] - [y

= [x +y]
= [x - y]

test_zero(|x])
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Verifier needs to read every instruction;
otherwise, the unread one is not executed

15



Challenges and Techniques

4 )
ADD €
MUL €
SHL | M | | | |
2 4 4 12 1 1 11 11 1 1
. AND |
Verifier
<%
_ Y,
Verifier needs to read every instruction; Verifier needs to read every slot;

otherwise, the unread one is not executed otherwise, the unread one is not executed

15



Challenges and Techniques

4 )
ADD

MUL
SHL

2 + 1 4 4+ 4+ 4+ 42 1+ 1
AND

Verifier

2 4 4 4+ 2
<

ot

Verifier needs to read every instruction;
otherwise, the unread one is not executed

Verifier needs to read every slot;
otherwise, the unread one is not executed

(" ) (" ) ( R (- )
ADD » ADD » ADD » ADD
MUL » MUL » MUL » MUL
SHL » SHL » SHL » SHL
AND » AND » AND » AND

. : Jw ['L J\ ['L J\\ ['L

by, 19, Dy  M[iy] b,i;,D; M]Ji] by,1,,D, M]Ji,]

15



Challenges and Techniques

4 )
ADD

MUL
SHL
AND

2 + 1 4 4+ 4+ 4+ 42 1+ 1

Verifier

2 4 4 4+ 2
<

ot

Verifier needs to read every instruction;
otherwise, the unread one is not executed

Verifier needs to read every slot;
otherwise, the unread one is not executed

ADD
MUL
SHL
AND

.

A 4 A 4 A 4 A 4

_J

(" ) (" )
ADD » ADD >
MUL » MUL >
SHL » SHL >
AND » AND >
N (N
by, 19, Dy  M[iy] b,i;,D; M]Ji]

b5, 1,, D,

N

ADD
MUL
SHL
AND

.

M)

15

1.

We repeatedly use the same branching or
memory, the linear cost can be effectively
amortized over multiple accesses
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1. We repeatedly use the same branching or
memory, the linear cost can be effectively
amortized over multiple accesses

2. M. knows everything, ® only needs to
verify (Remark: M can still cheat!)
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A zero-knowledge (ZK) full-toolchain system for
any ANSI C program at ~10KHz (~1000x)
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Demo

9 #include <stdio.h>

10 #include <ctype.h>

11  #include <sys/types.h>
12  #include <sys/stat.h>
13  #include <errno.h>

14  #include <signal.h>
- —

h = 0;

1905 do {

1906 hufts = 0;

1907 if ((r = inflate block(&e)) '= 0)
1908 return r;

1909 if (hufts > h)

1910 h = hufts;

1911 } while (le);

4454 char xp = strrchr(name, '.');
4455 if (p == NULL) return;

4456 if (p == name) p++;

4457 do {

4458 if (k—p == ".") xp = '_";
4459 } while (p != name);

19




| can hack gzip1.3
(found as the
CVE-2005-1228 bug)

Demo

#include <stdio.h>
10  #include <ctype.h>
11  #include <sys/types.h>
12  #include <sys/stat.h>
13  #include <errno.h>

14  #include <signal.h>

h 0;

1905 do {

1906 hufts = 0;

1907 if ((r = inflate block(&e)) !'= 0)
1908 return r;

1909 if (hufts > h)

1910 h = hufts;

} while (le);

char xp = strrchr(name, '.');

4455 if (p == NULL) return;

4456 if (p == name) p++;

4457 do {

4458 if (k—p == ".") xp = '_";
4459 } while (p != name);
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A
gzip -N -d foo.zip

ZIp

foo.zip foo.txt

gzip -N -d foo.zip

o ]

foo.zip foo.txt
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A

foo.zip

o ]

foo.zip

gzip -N -d foo.zip

gzip -N -d foo.zip

m.

foo.txt

foo.txt

gzip1.3

// Check begin

int len_if = strlen(ifname);
int len of = strlen(ofname);
if (len_of > len_if) asm("CALL Proof");
for (int ind = 0; ind < len of; ind++)

if (ifname[ind] != ofnamel[ind])
asm("CALL Proof");
// Check end

Check that the output path is different

20



gconeice@gconeice-T hinkPad-X1-Carbon-Gen-9:~/prover 69x39 R gconeice@gconeice-ThinkPad-X1-Carbon-Gen-9:~/verifier 69x39
prover ) ls Fier ) s
compile. sl gzip.cC Lzw.h crypt.h getopt.h gzip.h revision.h
onfig.h gzip.h revision.h config.h gzip.cC lzw.h  taillor.h
rypt.h getopt.h gzip_input tailor.h & er ) ./compile.sh gzip.d |
prover ) cat gzip_input
nz1p -N -d dir-traversal-bug.gz
prover ) ./compile.sh gzip.cjj
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Is ~10KHz Fast Enough?
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Is ~10KHz Fast Enough?

We can run Linux programs
gzip/sed/bzip, and prove the
existence of CVE bugs in <20s

23
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ZK Branching

We carefully choose the instruction set, resulting in a relatively small CPU “unit” circuit

Syntax Semantics
MOV tar {src} Rltar| + val(src)
CMOV tar srco {srci} Rltar] «+ val(srer), it R[QS’.(JO] 70
Rltar], otherwise
ADD tar srco {srey} Rltar] < R[srco| + val(srey))
SUB tar srcg {srcy} Rltar] < R[srco] — val(srey)
MUL tar srcg {srcy} Rltar] < R[srco| - val(srey)
Algebra XOR tar srcg {srcy} Rltar| « Rlsrco] & val(srey)
AND tar srcg {srey} Rltar] < R[srco] Awval(srey)
OR tar srco {srcy} Rltar| « Rlsrco| V val(sreq)
EQZ tar src Rltar] + Lo R[M.("] =0
0, otherwise
I P 31
MSB tar src Rltar] « Lo R[M,(:] 2 2
0, otherwise
POW2 tar src Rtar] « 2Rls7el
JMP {dst} pc < wval(dst)
BNZ sre {dst) be o val(dst), if R[s-'r:(:] # 0
pc + 1, otherwise
Control Flow PC tar {src} Rtar| « pc + val(src) ; pc + pc+1
HALT — no effect, pc unchanged —
@ED — no effect, pc unchanged —)
M LOAD tar addrg {addry} Rtar| «+ M[R[addry| + val(addry)]
emory ,
STORE src addrg {addr,} | M[R[addry| + val(addry)] < R(src)
P Input INPUT tar R(tar| + = where z € {0..2°% — 1} is chosen by P
ORACLE {id} honest P privately calls oracle procedure val(id) ; pc « pc+ 1

val(x) L

x, if x 1s an immediate
(], if  is a register id
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ZK Branching

We carefully choose the instruction set, resulting in a relatively small CPU “unit” circuit

Syntax

Semantics

Algebra

MOV tar {src}
CMOV tar srcg {srey}

ADD tar srco {srey}
SUB tar srcg {srcy}
MUL tar srco {srci}
XOR tar srcg {srci}
AND tar srcg {srey}
OR tar srco {srcy}

EQZ tar src

MSB tar src

POW2 tar src

Rltar] < val(src)

val(srey), if R[sreg] # 0
Rltar], otherwise
Rltar] < R[srco| + val(srey))
Rltar| < Rlsrco] — val(srey)
Rltar] < R[srco| - val(srey)
Rltar| « Rlsrco] & val(srey)
Rltar| < Rl[srco] A wval(srey)
Rltar| « Rlsrco| V val(srey)

1, if R[src|] =0

0, otherwise

1, if R[src] > 231
0, otherwise

Rltar] «+ R [sre]

Rltar] «

Rltar] +

Rltar] «

Control Flow

JMP {dst)
BNZ src {dst}

PC tar {src}
HALT

pc < val(dst)

val(dst), if Rlsrc] # 0

pc + 1,  otherwise
Rtar| « pc + val(src) ; pc + pc+1
— no effect, pc unchanged —

pPC <

(QED

— no effect, pc unchanged —)

Memory

LOAD tar addrg {addry}
STORE src addrg {addry}

Rltar] < M[R[addro| + val(addry)]
M[Rladdry| + val(addry)] < R(src)

P Input

INPUT tar
ORACLE {id }

Rltar| < x where z € {0..2°* — 1} is chosen by P
honest P privately calls oracle procedure val(id) ; pc < pc+1

if x 1s an immediate

val(x) £ " . L
R[z], if x is a register id

ALU([], [y]) :
[2] < [1]
for:e0..31:

([T = 2], [2]) = (1 =) - ([1], [])
[pow] < [1] > pow will in the end denote 2¥ mod 2°*
for<e0..31:

> Decompose y into bits, compute bit operations, multiply (with overflow), and compute 2”
31—i

22 mod 23%] = Z 207 . ;]
§=0

> z will in the end denote = ()

> Decompose x into bits and check if x is zero.

Opow] ((2) mod 232) — 1) - [pow]

(I, [ A 9], Iy - (2 mod 2%2)], Bpou]) < i - ([1], [l [2° mod 252], [Speu])
(2 Vy)i] < [z:] + [vi] — [(z Ay)il

(z D y)i] < [(xVy)] —[(zAy)]

pow| + [pow] + [0pow]

prove [z] — (Z 2. [[;z:i]]) =[0] : prove [y] — (Z 2t . [[yz']]) = [0]

1=0
31
return ([ + y], 2% + = — y], (Zum (22 mod 232>u) Tz @yl [z Ayl [e v yl, [2], Iyal, [pow)
1=0

24
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access

[b], [i], [D] = [M,]

3
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access

™ [(b].[4].[D)

Tech. 2: P knows and helps
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M, ]
M, ]
[ M;]
Permutation
[M,]
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[ M]

[M]
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access
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O(N)

25



ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access
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Assuming a read-write memory with /N slots, we propose BubbleCache:
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access

™ (b)), [41.[D)]  [by],[6],[D)]
[0], [M,] P 3 [4], [M4] [6], [M]
(11, [M] (0], [Mp] 101, [M)]
2], [M,] [1], [M]] [1], [M]
BEIGI | permutation | CERIRET | permutation |  CERIMEET | permutation | o o o | Permutation
41, [M,] proof (3], [M,) proof (3], [M,) proof proof
(5], [M:] [51, [M5] [51, [M5]
[6], [M] (6], [M] [4], [M,]
(71, [M;] O(N) (71, [M;] O(N) (71, [M] O(N) O(N)

25



ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access
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proof
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proof
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Assuming a read-write memory with /N slots, we propose BubbleCache:
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
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ZK Memory

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access

D (b)), [41.[D]  [by],[6], [Dl]

- ﬂ ® 2 ol o
L Permutation (6], [Mg] Permutation [2], [M;]

proof

Permutation
proof

O(N)
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[0, [M]

[1], [M]]

2], [M,]

[31], [M;]

[5], [M;]
6], [M]

[7], [ M5]

™ (1], [4], (D]

A

Permutation
proof

O(N)

ZK Memory

1011, 16], [Dl]

[6], [M]
[1], [M]]
2], [M}]
[3], [M5]
[5], [M5]
[0], [M]

[7], [M5]

Permutation [6], [M]
oot ) LM

Permutation
proof

2], [M,]
[6], [M]
[S], [M5]

Assuming a read-write memory with /N slots, we propose BubbleCache:
O(N) = O(log N) per access

2 d

Permutation [2]; [Mz]
proof

Begin again from the start

25



RAM

(A (A

26



RAM

(- (-

26



USENIX Security 2024

Two Shuffles Make a RAM: Improved Constant Overhead Zero Knowledge RAM

Yibin Yang David Heath
Georgia Institute of Technology University of Illinois Urbana-Champaign

RAM —l RAM

(A ( ~
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Constant-Overhead ZK Memory

Assuming a read-write memory with /N slots, we propose a ZK memory:
O(N) = O(log N) = O(1) per access



Constant-Overhead ZK Memory

Assuming a read-write memory with /N slots, we propose a ZK memory:
O(N) = O(log N) = O(1) per access

“Two Shuffles (i.e., Permutations) Make a RAM”



“Two Shuffles (i.e., Permutations) Make a RAM”

[0], [M]
[1], [M];]
2], [M,]
[3], [M;5]
[4], [M,]
[5], [Ms]
[6], [M]

[7], [M;]

Constant-Overhead ZK Memory

Assuming a read-write memory with /N slots, we propose a ZK memory:
O(N) = O(log N) = O(1) per access

Permutation

proof

O(N)

[4], [M,]
(6], [M]
[1], [M]]
2], [M}]
[3], [M5]
[5], [M5]
[0], [M]

[7], [M5]

Permutation
proof

Permutation
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Constant-Overhead ZK Memory

Assuming a read-write memory with /N slots, we propose a ZK memory:
O(N) = O(log N) = O(1) per access

“Two Shuffles (i.e., Permutations) Make a RAM”

®: cheat! (i
0], [Mu] & Permutation Permutation Permutation
proof proof proof

(1], [M,] [6], [M]

Permutation
2], [M,] (11, [M,] proot

BLIML | oormuation | 121 M2 S .
[4], [M,] proof 3], [M,] proof

(51, [Ms] [51, [Ms]
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Concrete improvements over BubbleCache:
12—160X%, depending on the network settings

“One Shuffle (i.e., Permutation) Makes a ROM”

ZK RAM and ROM over vectors

Total cost: O(Nm + Tm) for T accesses and length-m vectors
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